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Change History

Version Change Summary Author

_ 24/10/2023 Updated version 1049
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Introduction

This technical guide will walk you through all the processes relevant to vendor management, and increased
payment security provided by integrating eftsure into Microsoft Dynamics 365 F&O.

The purpose of the integration between eftsure and Microsoft Dynamics 365 F&O is to help prevent any kind
of payment fraud from scammers, malicious employees, and honest employee mistakes/typos.

The eftsure inside Microsoft Dynamics 365 F&O technical guide details all features available inside Microsoft
Dynamics 365 F&O. In order to get a better understanding of the eftsure portal, please also read
EFTSurePortalGuide.pdf available in the eftsure portal:
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Eftsure portal

The eftsure portal offers many features: Company setup, Security management, Onboarding forms design,
Onboarding invitations, Vendor management, Payment reviews, etc

In order to integrate Microsoft Dynamics 365 F&O with eftsure, some of those features have been integrated
to Microsoft Dynamics 365 F&O to assist the Accounts Payable users in the Vendor management and
payments lifecycle. This will help prevent fraud for the organization, but also help prevent incorrect data entry
from user.

To avoid duplicate entries and the related issues, it is recommended to avoid using the following features
within eftsure portal, which have their matching counterpart in Microsoft Dynamics 365 F&O:

e Onboarding invitations,
e Supplier management (Updates, Email, Payment limit)

On the other side, the company setup, security management, onboarding forms design tool, need to be
configured directly in the eftsure portal with an eftsure user that has adequate permissions.

N eftsure
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For more information, please read the eftsure portal user guide.

Parameter

All setup options for this module are available in the workspace eftsure > Parameters. These options will help
you to define how to change the setup of this module, from default values, form appearance to support
options etc.

PN[»PDF\,.@‘?@

= & Y eftsure o O 64 Q1 O - New F*)-EE

Below configuration instruction will be split by each menu tab. In each section, there will be summary note
and description in blue located within the main screen.

1. eftsure

eftsure user

eftsure has its own security and segregation of duties that allows the administrator to configure user access
directly within the portal. Please refer to the eftsure Portal user guide to understand and apply the portal
security.

The administrator can create multiple users with different levels of permissions correspondence to eftsure
portal access and features in Microsoft Dynamics 365 F&O, which will also affect the number of options
available in both the systems.

The user will have the same permissions in both the portal and Microsoft Dynamics 365 F&O since both will
be using the same eftsure account.

The eftsure user credentials should be configured in User Options > eftsure.

User options

o | eftsure

Note: Although generic eftsure users could be created for multiple D365 FO users, we strongly recommend
having an eftsure user for each D365 FO user, in order to have maximum granularity and consistent history
tracking on both sides.

Generic user
On top of the previous user, a generic eftsure user is required in the main parameters form. This user is also
used for all eftsure batches and all eftsure common actions that don’t require specific permissions.

N eftsure
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PND O QO @ & 2 @

payable > Workspaces ) eftsure

Finance and Operations Accounts
Save ZiConfig v/ Options. A @ 0L
&
Standard view V'
*  Parameters for eftsure
(C]
_ I T Parameters for establishing secure connection to eftsure.
= Environment Use Live for your production environment, Sandbox instead. (All other environments are internal)
Value provided by eftsure support to allow a customer to separate multiple D365 environments to a single eftsure instance

Customerld  Unique customer id for the matching environment, automatically calculated during login attempts
t tool to reach out

These details are provided by eftsure support, use our Supy

Customerld

The generic user is used for all generic sync calls to eftsure, and for the batch user

Please check user guide for security permissions matrix
This user is used for all eftsure batches and all eftsure common actions that don't require specific p (GetO: gForms, GetOnboarding, GetSuppl

Jsername
ti

GPTIONS
Payments Scan On
@ v

ADVANCED

Once password and username are entered, user can use below buttons to test eftsure connection and validate
the credential.
Two different actions are performed when testing connection:

Ping: This first test will help confirm whether the eftsure service is up and running

Accounts payable > Workspaces » eftsure

Finance and Operations

(D Pong! eftsure Sandbox services responded successfully to ping request.

Login: This second test will validate the user credentials in the cloud.

Finance and Operations Accounts payable » Workspaces » eftsure

@ Connection successful for user " " - Userld : . for Customerld

Note: If username does not have APl access, user can also request via the link provided in the error message.

Finance and ons e -
2quss J eid X

(Z) ahsura choust: Incerrost Parmsarid

N eftsure
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Request API Role / Partnerld

Samsis an email o sftsure suppar into crder i ensike AP Azzess for the slnered uses(s) |

o - Request A1 Role for Customer id 707 |

stomer API roke and set garingr,id for the following user(s)

Pl rale sevd gat partner id for the lellowing usess)

2. Entities
This tab allows the independent configuration and Go-Live for single or multiple legal entities.

— Config ™ Opti

@ L e 7

#  Parameters for eftsure

©

- This section allows the independent configuration and Golive for legal entites. Exclude, Init. Sync can all occur in preparstion of Golive. Ensble is Golive.
®|

(= Joe

ados, prbsardings verifications, Busingss Reghtration, ofisure infos) L

Australia : 3 /10

Vendor groupls) configurai.. Methods of payment - vend... Vendor bank sccounts. AN table

. Vendor bank accounts, and optianally Customers.

Process to be followed from left to right.
3 Exclude  E1nit L From eftsure 2 To eftsure Enable

.
~
\\ For 1%t time configuration, suggest performing the process for 1 entity before mass apply to all entities.

N eftsure
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For single entity configuration, highlight or select the entity.

2.1. Exclude

< Exclude = Init > From eftsure 2 To eftsure Enable

Exclude function to filter vendors’ selection criteria as required using provided excluded vendor groups.
Expand “Records to include” for further filter.

Suggest having batch processing for 1 entity trial

Include Exclude

This process allows the user to include/exclude vendors from the eftsure

synchronisation(s).

This task uses eftsure user credentials, configured per user in the User Options
form.

If running as a batch, it uses the eftsure credentials configured for the user running
the batch.

Based on your configuration for PND, the recommended list of vendor groups to
exclude are:
EMP,SER

Parameters ~

Exclude from eftsure

e Yes

Records to include ~

Y Filter
VENDORS Group

Vendor account

Excluded from eftsure

Run in the background ~
Recurrence  Alerts

Batch processing Task description
@ vVes [Include Exclude ]

Batch group
Private
@ No
Critical Job

@No

Menitoring category
[eﬂsu re ]

&

Filter to include or exclude particular vendor account, vendor group or other criteria.

N eftsure
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Vendor to verify via eftsure

Select query
Quary used ] [ Modify.. ~

Range

+Add W Remove

Derived table Field Criteria
Vendors vendars Vendar account
®  Vendors ~ Vendars ~ Group « EMPSER

Vendors Venders Excluded from eft.

Replace the criteria value on lsokup

Vendor to verify via eftsure

Select query

ie [Query used \/;
ne m Sorting  Joins
+ Add [il Remove
% Table
I (/] Vendors
Vendor account T Name

| PD5-000041 DATA ORACLE PTY LTD

2.2. Init/Exflow init

<3 Exclude = |nit

Modify... ~

Derived table
~  Vendors
Search name

DATA ORACLE PTY LTD

> From eftsure < To eftsure

~  Vendor account

BT Reser | [ cancel || saL

Criteria
2 Y
City

MELBOURNE

+ Enable

This step is to calculate all supplier codes on all bank account to create unique vendor reference in both
eftsure portal and D365. Task duration will depend on number of bank account and cross shared entities.

Multi thread: batch running in 10 threads for account start from 0 —9.

eftsure
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Init legal entity DAT

This process calculates all supplier codes on all bank accounts.
This process can take time depending on your instance (number of bank accounts, number of cross shared

entities,..)
When running in batch and in multi-thread, 10 threads will be spawned.
Parameters -
Multi thread
€@ v
~

Run in the background
Recurrence  Alerts

Batch processing

0 Yes

Task description

| Init legal entity DAT

Batch group

| S
Private

® ) no

Critical Job

® ) No

Meonitoring category

eftsure

Start date: 7/20/2023 (01:56:41 pm) (GMT+10:00) Canberra, Melbourne, Sydney

&)

m _ > Cancel

(@) The Init legal entity PNT job is added to the batch queus.

<& EHsavev

Batches tab will show in progress batches.

)  options O

Batches history will show the final status of the Init task.

10

Batch job has been added to batch queue which can be checked in Admin section in eftsure workspace.

eftsure
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& oy eftsure o @ 64 Q1 O e & @ F
5]
. ; oo Admin
2 T T [ x L
suaus Job descrpton Actus sart doeftime. o dateime Compay  Cratedby  BakhjobID
nded It hegaleniy AR 05525 M BIATNSSIAM BN Taang sarzrareors

Note: ExFlow init will only available if Exflow is enabled.

2.3.Sync From

< Exclude = Init i From eftsure < To eftsure

Sync from eftsure database to get all verification status for existing vendors.

Same filter and batch option as Exclude

Sync from eftsure

and updates your vendor(s) accordingly, in order to keep both systems in sync.

This process downloads all the latest vendar change(s) from eftsure
Note: The Supplier Sync staging area will be used ONLY while running as batch.

This task uses eftsure generic credentials, configured for all users in the eftsure }

parameters.

Parameters

LAST RUN

18/11/2024 04:58:05 pm

Run in the background ~
Recurrence  Alerts

Batch processing Task description

@ ves Sync from eftsure

Batch group

o

rivate

N
J No

Critical Job
@) No
Monitoring category

eftsure

Start date: 18/11/2024 (05:10:18 pm) (GMT+10:00) Canberra, Melbourne, Sydney

&
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Sync batch job has been added to batch queue

& Yy eftsure o O s4 Q1

This task is to be performed for eftsure existing customers only during Go-Live and having the same supplier
reference between D365 and eftsure portal.

If existing customer has different supplier reference between eftsure and D365, additional step to change
supplier reference in eftsure portal using Tools > Change supplier codes > Portal only. For more detail, please
refer to eftsure D365 F&O Data Integrity — White paper.

Note: If new customer has carried out bulk verification mail out, this step should also be completed.

2.4.Sync To
This task is to be performed for new customers when there’s no data in production eftsure portal. Once all
required steps are completed with unique supplier reference, Sync To batch can be run to create all vendor

in eftsure portal.

<3 Exclude = Init < From eftsure & To eftsure

Sync vendor(s) to eftsure

This process sends an update of the selected vendors to eftsure
in order to keep both systems in sync.

Parameters

port all eftsure enabled legal entities

Ex
D Yes

Records to include
Y Filter

VENDORS Group

Vendor account

xelude from eftsure

No

Run in the background
Recurrence  Alerls

Batch processing Task description

@ v Sync vendor(s) to eftsure
Batch group
Private
. J No
Critical Job
(] Mo
Manitoring category
eftsure |

Start date: 7/6/2023 [05:31:12 pm) (GMT+10:00) Canberra, Melbourne, Sydney

5 (oo

Note: This task will also need to be performed for customers which have more vendors in D365 which have
not been created in eftsure portal.

2.5. Enable
Enable entity once all steps have been completed and batch ended with no error

N eftsure
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Finance and Operations

— () Enable

fa & Hsavev ) options

Once completed, Enable button will be greyed out.

% Fuclude = Init - Sync

Campany T Cempany name

' PNN PMew NZ Software

+  PNS FMew Software
(] « PNT PNew Training
2.6. Disable & Reset
€3 Exclude = Init > From eftsure «_ To eftsure <" Reset

Disable inactive entity, user will not see eftsure icons in any vendor related form.

Reset function is not recommended as it will remove all eftsure cloud based information (supplier codes,
onboardings, verifications, business registration, all eftsure infos) in order to reactivate the company.

3. Users
All transactions between Dynamics 365FO0 and eftsure are using HTTPS and TLS1.2 encryption to allow secure
transmission of data over the internet.

Usernames and passwords are of course not exposed in any of the data entities, private or public.

Passwords are encrypted inside the AX database to prevent anyone including administrators to spy on
deciphered values. Any changes to the passwords are automatically logged into the SysEncryptionLog table,
as per standard.

When moving environments databases around, the deciphering key will be changed and therefore the
passwords will no longer be deciphered and need to be reset.

3.1. User list
When configuring security for the features of this module, several duties are available for the Microsoft
Dynamics 365 FO administrator to assign permissions to view, edit and configure the features described in
this document.

This screen show a list of all active eftsure user in your current D365 enviroment. All eftsure user management
has to be performed directly in the online portal.

N eftsure
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Standard view

Parameters for eftsure

o]
b4
®
]
=

Default eftsure user permissions

Ust of all eftsure enabled users in the system,
eftsure user management has to be performed in the anline porta

Userld Email eftsure user AP Pur. AP.. Ve.. CFO CEO Ad. Sys. Su
v
v
v
v « v
Based on the standard/default security permissions, the following eftsure roles matches this user's D365 permissions:

Customer AP accoss

Notifications

Supplier Onboarding

Self Certification

My main eftsure roles are covered, additional eftsure roles exists.
Custom D365 roles are ot covered hare, only default out of the box securiy.

14

sy

B B TR O O T

u
L

softcom

List of all eftsure enabled users in the system.
eftsure user management has to be performed in the online portal.

eftsure Username AL Pu.. AL VNe. CFO CEQ A.. Sy. S5Su.
Admin

aDMINTO5 v v
Admin705 g v
eftsure365clerke18 v

InvalidPartnerld

Admin707 v

Sy...

Depending on each user account, eftsure roles relevant to D365’s permissions are highlighted in yellow box.

Based on the standard/default security permissions, the following eftsure roles matches this user's D365 permissions:

Customer APl access

Notifications

Supplier Onboarding

Self Certification

Only main eftsure roles are covered, additional eftsure roles exists.
Custom D365 roles are not covered here, only default out of the box security.

The following duties are available for the administrator to assign to users and roles:

Name Label
PESView eftsure view
PESMaintain eftsure maintain

Description

Gives permission to the user to view all eftsure

information (except Highest Previous Payment), such as
Onboarding information, eftsure fastTabs in vendor
details and payment journal, grid icons...

Gives permission to the user to view Highest Previous

Payment, edit all editable eftsure information, send
onboarding invitations and verification requests to
vendors, create vendors from onboarding, copy vendors
and bank accounts across legal entities, mass updates...

eftsure
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PESConfigure

PESSelfCertify

PESPaymentLimit

eftsure configure

eftsure self-certify

eftsure payment
limit

15

Gives permission to the user to configure this module,

mass updates

Allows the user to bypass eftsure verification and self-
certify the vendor in order to allow payments regardless

of vendor status

Allows the user to change the payment limit per vendor

If a user is not granted any of these duties, this user will not be able to see any of the eftsure fields, buttons,
tabs or menu items throughout Microsoft Dynamics 365 FO.

By default, the following duties have been associated to the matching standard roles however this can easily

be changed by the administrator through the Administration module.

Role

VendlInvoiceAccountsPayableClerk

PaymAccountsPayablePaymentsClerk

VendPurchasingAgent

VendlInvoiceAccountsPayableManager

VendVendorAccountManager

CompanyChiefFinancialOfficer

CompanyChiefExecutiveOfficer

Label

Accounts payable clerk

Accounts payable payments

clerk

Purchasing agent

Accounts payable manager

Vendor account manager

Chief financial officer

Chief executive office

Duties/Privilege
PESView

PESView

PESView
PESMaintain
PESConfigure
PESMaintain
PESConfigure
PESMaintain
PESConfigure
PESSelfCertify
PESPaymentLimit

PESWorkspaces

The following new roles have also been created in the system for tailored security.

PESUser

PESManager

Eftsure User

Eftsure Manager

Duties/Privilege

PESView

PESViewManager
PESView

Description

eftsure user role can perform the
most basic eftsure actions including
viewing vendor status, send
onboardings, change request
verification etc

eftsure user role can perform the
eftsure management actions
including payment limit, viewing

eftsure
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vendor status, sending onboardings,

PESPaymentLimit change request, verifications etc

PESSelfCertifier Eftsure Self- Certifier =~ PESView eftsure user role can view the
T S eftsure information and perform
elCertity self-certifications
PESAdmin eftsure Key User PESMaintain eftsure administrator role can
. perform any eftsure actions including
PESConfigure configuration, self-certifications,
PESPaymentLimit onboardings, monitor batches etc
PESSupport eftsure Support PESSupport eftsure support role is a read-only

role that customers can decide to
provide to eftsure support in case of
issues

Requires External
user role

Note: Granting different permissions in both systems will lead to inconsistencies, for example, if an AX User
is granted the CFO role in AX, but a lesser role in the eftsure portal, the self-certify button, for example, will
be enabled for the AX user, but the eftsure self-certification function will fail due to security restrictions. The
eftsure administrator is responsible for keeping user permissions in sync between both systems.

Note: The eftsure administrator role is targeted for our support engineers to troubleshoot your issues. It has
been granted the SysTracingPane privilege via code to allow us to capture traces on your environments when
investigating issue(s) and when our support user is enabled. If such privilege is not appropriate for your
organisation, you can remove such privilege manually in System > Security > Security Configuration and / or
review our security artifacts for all roles.

Note: The eftsure administrator does not have self-certification permission to avoid any issues.

3.2. D365 roles
We recommend the following role matrix between eftsure roles and Dynamics 365 FO roles:

- s User st ‘W recommend the following role matrix between eftsure roles and Dynamics 365 FO roles.
For mor information regarding security, pleasa see our (5 Admin manual,

Additional eftsure roles exists, but are focused on the user experience in the eftsure portal.

\
\

N eftsure
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Additional custom roles are not covered by this matrix.

3.3. Portal roles

onfigV  Options AROOC
eters for eftsure

Wiki extract from hitps/Melpdesk eftsure com.au/h e

Eftsure Portal User Roles List

mMAOCX* P |l B8

Usar q Tha different omic
ol T)

+ Sotup Roles
+ Supplier Managament Rokes
+ Supplier Onboarding Roles.

- Payment Check Roles

avalable in a downloadable marix.

Admin and Setup Roles

Customer Admin

S8,

For more information relating to eftsure portal, please refer to below link.

https://helpdesk.eftsure.com.au/hc/en-us/articles/10706791989779

3.4. Portal roles matrix

9~ Options S & ® 00
Standard view

Parameters for eftsure

mME © = 2 |l H

htps/dema sftsure.netirescurces/images/PESPermissionsMatrixCloud png

It's recommended system admin to review above matrix before assigning user roles accordingly.

https://helpdesk.eftsure.com.au/hc/en-us/articles/360060732813

4. Onboarding
4.1. General

N eftsure
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; ;;;;‘H::t;rs for eftsure
® Jomeo o
Section Field name Description
DEFAULT VALUES First name Free Text and default as Business
Last name Free Text and default as Owner
NAMING Bank account id prefix If blank, bank account prefix will be default
CONVENTIONS as Bank1l
YourAccountNumber rule Options to leave at Legal entity name in
Master vendor file (Purchase order
defaults - Our account number)
Organisation name source Option to select vendor account name to
be created according to selected options
ONBOARDINGS Accept onboardings in the Default as NO. If user enable this option,
“Awaiting verifications” status vendor onboarding status will
automatically change from Awaiting
verification to Accept*

Note: Accept Onboarding in the Awaiting verifications status should only be turned on for UAT purpose
ONLY, in Production this option has to be off to let eftsure perform verificaiton process.

*The recommended option is to only allow the creation of suppliers once the onboarding has been reviewed
by eftsure. The option permits the creation of the vendor before the verification occurs. The new supplier will
have an orange “Not Verified Yet” status until the verification has been completed and synchronised down to
Dynamics 365 F&O. All actions (including self-certification) are available immediately after creation of the
supplier, regardless of whether the verifications have completed.

Use such option when you wish to prepare vendor, purchase orders and invoices well in advance of payment
and successful verification.

Note: none of the information has been verified by eftsure at this stage.

As default, pre-approval onboarding workflow will be disabled. For more information on how to setup pre-
approval workflow please refer to Pre-approval onboarding — White paper

4.2. Banking options
This setup enables different banking options at the onboarding level and in vendor group configurations. It’s
also identifying how the vendor will enter their banking details.

N eftsure
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Preferred option would be extracting EFT details directly from bank. However, depend on business workflow,

process manual input option is also available.

Standaed view

Parameters for eftsure

mEGe=x e IE

Onbaarding

Note: eftsure will NOT verify any other method of payment beside EFT where there is no BSB and Bank
account. User can choose to onboarding new vendor with BPAY but no bank account will be created.

4.3. Addresses
Two types of addresses will be input via onboarding form (eftsure portal). Default setup will be Business, end

user can add or remove according to business requirement.

User has option to customise note for physical and postal address.

Stanclard view v

*  Parameters for eftsure

PHYSICAL ADDRESS ROLE TYPES OTHER

Physica Business

aaaaaa

N eftsure
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PNT-000278 : MISS ROSE

Addresses
Name or description Address Purpose Primary
Primary 44 Flinders Street Business Yes
YULEBA QLD 4427
AUS

If below box is ticked, only Physical address will be created in D365 Vendor form otherwise vendor will have
additional postal address.

Onboarding Form - Default Form
Customer options

= Postal Address

Same As Physical Address

5 .

Supplier Onboarding

These will reflect in Vendor master form

Finance and Operations Accounts paysble  » Vendors Al vendors

& edit b hew ~ [ Delete @9 eftsure > Vendor  Procurement  Inveice  General Options
{nt
Maintain Copy setup
b1 On held ~ Add vendor Lo anather legal entity Centacts Carti educt fifters '
ith et snclors advanced notes set t
&
=
All vendors Standard view
PNC-001222 : MICROSOFT AUSTRALIA
Addresses
Add &7 Edit M Map  More options ™
Mame or description Addres: Purpose Primary
Physical address Rusiness Yes
t dres Business;Delivery SWIFT No

4.4, Contact information
Main contact details provided by vendor, which links direct to Vendor form contact purpose.

Option to override phone number formatting:

N eftsure
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No formatting: reflect as per vendor onboarding input
National: mobile number will have standard format 0412 345 678

International: mobile number with country code +61 412345678

= ype S @0
@ Standard vie
#  Parameters for eftsure
o
1)
=
| o
eftsure
;
ROLE(S) FOR CONTACT'S CONTACT INFORMATION
Purpose for vendor contact info.
Finance and Operations Acrouses paabie 3 Yendors 3 Al vendors
vendor  Frocurement  ivice  General | Opiio Edit contact information
Qn
' Purpose
PD5-000057 : MICROSOFT AUSTRALIA —
Addresses 0 -
Contact information Frwae
L ] &
Dic L ] i
3 M
Mis I
la
oK Carcel ]

Each vendor was auto populated with a defined primary contact which can be viewed under Purpose for
vendor contact’s contact information.

Finance and Operations Accounts payable 3 Vendors 3 All vendors

_ & = ZFrEdt T Neww~ [l Delete oY eftsure ~  Vendor  Procureme
—
@
Maintain Copy
Y ©On hald » Add vendor to another legal entity Contacts Certifications
C View contacts
L

Add contacts

m Add to Microsoft Outlook contacts  m

N eftsure
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New contact record will be automatically created.

Msintein i Aczunts Requeats Atarhmerts

¥ L 110k 1l achenant
I reque:

@
=

Caontacts POS-000057 : MICROSOFT AUSTRALIA

Standard view -

antact ID Hame 1 Contact far Exfenaaan Inactive nckar callalk
| () PDs-0D002Z Mikhil Chandrar Mo N
4.5. Forms

Onboarding forms are used to retrieve supplier information from the supplier, after receiving the eftsure
invitation. These forms contain all required fields such as name, ABN, addresses etc

Additional custom sections and fields can be added or hidden to query the supplier for additional information.
Note: entire sections of eftsure forms can be hidden in the eftsure portal form designer.

The following forms definition are read-only and any changes need to occur in the eftsure portal, prior to
being synchronised to Dynamics 365. Once changes have been performed in eftsure portal, the user can
manually resync forms or a default daily morning batch will sync if enabled.

Parameters for eftsure

mHeE e = |[E

Intemational Restrictions.

Employoe.

The Set as default button enables to activate the selected record as default value in the eftsure parameters.

.
A\
N

N eftsure
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The Sync button retrieves the latest form(s) information from eftsure.

Default values
This function allows system admin to set default values for field within onboarding form. For more

information, you can refer to Field extensions White paper.

- = fig™  Options o [t =
B Gandsd view v
*  Parameters for eftsure
]
L]
E

Onboarding - . £ Reference table name Value Type

e VendTable e Enum

Preview: VendTable PurchAmauntPurchaseOrder = Yes.
Vakid values: No, Yes

PNZ NEHO

Field mapping (Custom field)

This function allows system admin to map additional custom field from eftsure portal onboarding form to
D365 field.

Before adding new field, please ensure to Sync updated forms from eftsure portal.

= Config™s  Options o q
® Standard view

% Parameters for eftsure

o

m A

field in your form design.

in order to have il values populate in their kolups.

for m
O ° Add - Compa @ Delete mv 0 ~ DE
ay DAt 3 Onbiarding Field Reference table name Reference fetd name Type
DEMF ©  PESPaymMode VendTable Paymode String.
FRRT
FRs)
GEsI
6L
GLMF
GLRT
Gl
1M
Greeting
I
IPME
XM
iF
Ter POS
. . PERO  PERO
’ e Gl <] [ Praview: VandTable PaymMods = “EFT-

PND
NN
PNS

Valid values: Up to 10 chars

Hote

NI

PNz

Select onboarding form you wish to add addition field.

Click New

If data is available in the form within eftsure portal, you will be able to select from the drop down list.

If there is no option from the drop downlist, user will need to type in exact field name.

N eftsure
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Edit Custemer Spacific Fiold

Titke

Meethod of payment

Moces

Expaet Hoader Nama Cveride
FESRaymiade

Required

Yes (& Mg

oL Alway Supaier Only

Cenditicrally Visive

Tes (4 Ma

condticraly Required

" Ha

Reference table and reference field will need to be selected from drop dowlist.

+ Mew [l Delete

-'::.\ G Onboarding Field Reference table name Reference field name

| [] PESPaymMode vendTable ~  PaymMode e

Click save or Ctrl + S once complete.
Note: user can add same field in multiple forms.

If there are criteria and conditions for new custom field, it’s recommended to perform via Code

Contact infos
If customer wishes to have separate contacts for different purpose, below mapping will needed to be done.

& Bswe @configv  Options 2 o & 00

@ Standard view
*  Parameters for eftsure
© -
eftsure
B General Configurable contact infos for onboarding forms.
Contact infos runs immediately after default values and field mapps.
= Entities Banking ogtions See the Export Header Name Override’ value in eftsure partal for each field in your farm design.
it is recommended to process a full onboarding bek in order 1o have all in their lookups.
=w Contact Infarmation For mote information, see (3 Address and contact information purpose and our White Paper on (2 Field extensions,
IDnbaarﬂmg Addresses v Compa.. | Company name Form name T +New [i] Delete | To Form ™ [ To company ™ [ Everywhere
INMF Contoso Entertainmer - -
Payments BPAY vendor O 2 Name Onbosrding Field Type Link
Physical o Conteso ltaly a2 Default F
ault Form |o Remittance email EmailAddress Email address ~ Py
Vendar groups Postal e Comteso Entertainmer Demo Form
MXMF Contoso Entertainmer
Vendar copy . . Employee
orms MYMF Contaso Entertainmer Emplayee Form
User interface Defoult valoes Fos Dema ALl DataShading International (Auto Accept]
e PEROD PERD International form
Field mappings PNC Your Company.
L PND Demo AU
s I Contact infos
PNN Dema NZ
Support
uppor Greeting v PNS Demo
Countries PNT Demo Training
For invitels) 1l [
PNZ NZHQ
VAT Number checks
PIT pit
Snippets RUMF Contaso Entertainmes
RURT Contoso Retail RUS
Daocument management SAMF Contoso Entartainmer
THMF Contaso Entertainmer
Attachmants
usot w0t
Expiring Documents USMF Contoso US Manufact MNote
uspz Contuso Orange Juice
usPl Contoso Process Indu
Other
USRT Contoso Retall USA
License: - - - S

eftsure
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Same with custom field mapping, additional onboarding questionnaire have to be setup in portal and sync
before performing the mapping.

For more information, please refer to Field Extensions — White paper.

4.6. Greeting (Message to supplier)
This section enables end user to either use default temple or create new email templates and modify existing
default templates.

For invite(s)
Default message that will appear in the vendor onboarding email. The message works with placeholders such
as ##FirstNamett#, ##LastName## etc which could be setup under General section.

Config™  Options o Lt

¥ P |l H

Standard view
Parameters for eftsure

@

m e

g test: ##CompanyName¥¥, ¥#VATNum#, ##FirstNamed s, #¥LastNamek¥
Email##, ##0uiPhone##, ##0urWebsitad¥, $#0urAddress#¥

For change request(s)
Default message that will appear in the vendor change request email. The message works with placeholders
such as ##FirstName##, ##LastName## etc which could be setup under General section.

Hlsave @Config™  Optiens & a
Standard view >

Parameters for eftsure

[CRE- AN ::

ma

FHUATNUmAS, #4Fi LR Te——
#+OuEmall#s, #20UPhanes#, ##0UED tas, ##0UNAd essew

. Template

\

\\ This tab is used when end user wishes to create different templates by company or due to business
N requirements.

N eftsure
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i Options

Q Standard view

%  Parameters for eftsure

®

- 1

E Company

Jonsomding Addresses ~ PG
PND
PNT
PNT
PG
o PN!

Dear Business Ownes at InvitedCompanyName [XX XXX XXX XXX),

Finance and Operations

15 MNew vendor onboarding

5]
b4 @ Mew vendor details _—

| | ™ Load template
C] | Dt

@ Grecting Dear #2Firsthlames# £5| apthamed? at #4CompanyNamets (64

Tiang Ty
= g
You have been inwited b # 10 BECOME AN Tessing 1
e anboarding process linked bekow 1o be added as a supplisr inte

s, please contact us by

##0urCompanyName## [$#0urVATNUM ##]

##DurAddressts

SEVATHU . #2T

3 placehe Comp
i, 20U Phonea®, SPOUNEDSIES?, 280U A

#eurCompanyNamees,

yName##, $4VATNUmSS, ##FirstNamas#, #lactNamess
ore ¥, 60U Wiebsiteh¥, #VOurAddress##

13 Save as

Dear Business Owner at CTD FOODS PTY LTD [16 654 583 776],

You have been invited by to become an official supplier..
Please g through the onboarding process linked below 1o be added as a supplier into

BUF Systens.

If yons- e Ay uestinns plsase contact us by.
Ema ar

Phone

Regards,

If user assign particular legal entity under Company column when creating new template, it will only be

applicable to that chosen entity.

4.7. Document management

Attachments

This section allows user to set attachment type as well download or delete attachment options.

eftsure
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onfig v acumes nent parameters  Options [
® Standard view v
*  Parameters for eftsure
- = e i
s BRME a
CNwF
- o DM 0
FRRT
™ FRSH
51
Forms:v v
(80
asi o o
INMF n
o
o
ting v e O
e
p0s il
n ' =z
PNC i
#ND i
o ¢ v -
e
ot
R
SAMF
Attachment type options
Type T MName
File
Image
Mote
URL

Download all documents uploaded by the vendor during onboarding.
Delete attachments from eftsure servers after download: not recommended.

Expiring Documents
User can set expiry date for all support documents with notification sent to selected email address once

expired.

Standard view v

Parameters for eftsure

mMHE e % &

PMF

MXMF

Forms v MYME

Different email groups which can be modified

\
\

N eftsure
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Email ID Email description Sender name Sender email

PESDocExp Onboarding Attachments Expiring Admin gregp@eftsure.com.au
PrajNotify PES Projects notification email ProjectManager PM@yourorg.com

VCResend Vendor collaboration - ReSend John Doe requestDetails@yourOrganisati...
VCSend2 Vendor collaboration #2 John Doe VCRequests@myOrganisation.c...

5. Payments

5.1. Payment method(s)

Setup for all methods of payments to be enabled for eftsure verification. This configuration is the last step of

our Go-Live process as any payment using this method of payment setup will no longer be valid once eftsure
verification is enabled.

Eftsure verification is switched on for all EFT related method of payment. This feature can be turned on when
new Method of payment is created.
Accounts payable > Payment setup > Methods of payment

Finance and Operations apble ¥ Vendan 3 Mlvendors

Standard view
3 Methods of payment - vendors
m | EFT-TEST Method of payment period Descriptin
Tax Imvaice TEST | i w | EFTeTEST
- —_——
L] M
General
Fue posTING PROMISSORY HOTE el intresment
st ke M Accaunt type Type af diaft
=3 v He draft
Tod Payment aseount
| EFT-Tesl PEYMENT CODES
Caegory purpose TLICTRONIC PAYMINT PROCTSSING
- )
.
g |
| S ¢ ofsure verification
@) -
ik tranasetion type
File farmats

Payment contral

Payment attributes

eftsure verification can be switched on directly in Parameter > Payments (v1129 and above).

N eftsure
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\\\\\

EFT-NZD

EFT-USD

Standard D365 functions to be used to create Payment account and associate new Method of payment via
below menu.

Cash and bank management > Bank accounts > Bank accounts
Accounts payable > Payment setup > Methods of payment

5.2. Defaults
Default payment method EFT is used when new vendor is created in each legal entity.

internatianal) Cash/Checque/BPAY.
BPAY

BeAY
BPAY

Curency T Method of payment

5.3. Verifications

The Verifications tab allows the administrator to specify which statuses are considered valid from a system
point of view, allowing the payments to be generated and deciding on grid colours.

The recommended default values are Cross-matched, Self-certified and Verified, but it might be useful to
allow a quick payment to a new supplier if the Accounts Payable manager has verified the account manually.

\ Caution: This feature may allow the payment file to be generated for unsafe statuses and therefore should
\\ be handled with care. This option will only affect the Dynamics 365 journal and payment file but won’t affect

N eftsure
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payments highlighting in your bank portal by the eftsure extension. Please use this feature with caution as it
helps bypass the very reasons why your organization chose eftsure for vendor payments protection.

fig™  Options & @

Standard view v

*  Parameters for eftsure

1 and generating payment flefs).
d

VALID PAYMENT STATUS(ES) oTHER
Verffied

6. Vendor groups
The Vendor groups configuration form enables to select specific options per vendor group, for events such as
when Invitation emails are sent to Vendors associated to a specific group.

Note: All vendor groups need to be configured before onboarding vendors.

For more details relating to onboarding workflow by vendor group, please refer to eftsure D365 F&O Pre-
approval onboarding — White paper.

6.1. Automation
Allow user to automate and simplify onboarding process by each vendor group.

N eftsure
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Company V7 Company name : Vendorgr.. | Description . . E
Automation Nisplay  Forms
PNC Your Compeany ZFA ZFA
N . Exclude from eftsure {on creation anly)
CRR Customer refunds —
@ ) No
DEF Default Vendors
Accept onboarding(s) on Review status
EMP Emplayses —
! @ ) No
EXC Non eftsure vendors

Inzert or Update Vendor on Accept on...

INT International Vendars D Yes

SCR Service Vendars
Section Field name Description
Automation Exclude from eftsure (on Exclude vendor group from eftsure sync for
creation only) new vendor creation only
Accept onboarding(s) on Auto change onboarding status from Review
Review status to Accept
Insert or Update Vendor on When user accepts onboarding (with vendor
Accept onboarding(s) group and auto number sequence), this
option will automatically create vendor.
Otherwise user has to accept onboarding
then create vendor

If Vendor group is excluded from eftsure verification when employee is onboarded, no bank account for
newly created employee group will be verified.

Company  ¥T  Company name : vendorgr.. | Description

Automation  Vendor collaboration
I PN Your Company 2FA 2R

- Exclude from eftsure [on ereation anly)

CRR Customer refunds : :
@ v

DIEF Default Vendors

I EMP Empoyees

EXC Mon eftsure vendaors

INT International Vendors

SER Service Vendors

New employee will be excluded.

Finance and Operations

— (i) This page has been refrashed o ensure that all sskected fislds display data. 4z a resuft, she racord that is cumently displayed may have changad and any unsaved cnanges have heen discarded.

m & 4 eftsure "Know Your Payee" Fé‘\'l 0 O 9 42 O 0 + New~ §
S Char Jashboard Onboardings  Verifications  Vendaors Registrations Admin Helj Anahytics

© Charts List of all ankoardings, regardiess of their statuzes

B a = fiow~ defsue~ T 0 4

= Onbearding Review egend O | Trading namme T status Emall Company  Vendor accou,., Bank ccou.. Vender g...

m _ I;‘-H anboardings | : = ey Tai Accepted termy@gmailcom  PNS Woo0oes AMZT EMP

Eftsure will also be disabled for this vendor group.

N eftsure
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Finance and Operations

Standard view -
VO0QOES : Terry Tai

General

Addresses

Miscellaneous details © n

Vendor profile

Purchasing demographics
Tax inveice and delivery
Purchase order defaults

Payment

6.2. Display

Users have an option to display additional onboarding form on New menu under Vendor form with
flexibility to identify menu order.

Section Field name Description
Display Custom label (Wizard and | Label which will appear on New creation
menu item captions) menu

Show in workspace New menu | Hidden or shown in New menu in Vendor
master form

Order Order of label appear in New menu
endar g Dy maticn  Display  Forr Vendor gr.. Description utomation  Display  Forms
3 I 2FA FA -

o Custom label (Wizard and meru item - Custor label (Wizard and mer item .
CREL CRR
l Organsation onboarding | Employee cnboarding
DEF - D
_ Show in workspace New menu Show in workspace New mens
e ® EMp @
o e Order
NT | NT | 2
SER SER Service Vendors
= Edit [il Delete Y aftsure Vendor  Procurem
it
¥ On he rificat
™
6.3. Forms

This tab allows user to set default onboarding and change request forms as well as select editable or non-
editable default Onboarding form for the Vendors associated to this group.

N eftsure
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Vendorgr.. T Deseription Aulomation Display Forms Hold  Sell-cerlilication  Greeling  GST Validation  Bank Pro. [5B
CRR Custorner refunds Us&.;" :\:sl
I DFF Default Vendaors
Delault onboarding form Delault change request form
EMP Employee |.'jsl=..|lrl'.*.'m ~ | |I').="al.|'. Form o
BHC Default inteinaticnal enboarding farm _ Default international change request form
INT | International form W | |.I'|r;'|"-.ri-.*.'|al farm
SCR DEFAULT VALUES
|. Business ] .C'\'.’HL'I
Section Field name Description
Form User can edit Allow user to choose different
(Onboarding/Change onboarding/change request form
request) Default onboarding form Default onboarding form appears in

onboarding invite

Default change request form

Default change request form appears in

change request invite

Default First name

First name appears on both forms

Default Last name

Last name appears on both forms

6.4. Self-certification
User has option to select user group authorised to self-certify vendors (Level 1 & 2 if applicable).
Note: if business requires 2 levels approval, a request should also be sent to eftsure support team to be set
from eftsure portal before setting up in D365.

vendor gr.. T Description

2FA, IFA

CRR Customer refunds
DEF Default Vendors

EMP Employees

EXC MNon eftsure vendars
NT International Vendaors
SER Service Vendors

Automation  Display  Forms  Hold  Self-certification

Level 1

Approvers

Level 2

Group
Approvers
Originator
OwverBudget
TestGroup1
TestGroup?

VendChange

v |

|
User group name
Project journal approvers group
Project journal ariginator group
COwver budget processing user gr...
TestGroup1
TestGroup?

proposed vendar change appro...

User group can be added or modified using same function available within D365.

Right click Level 1 field name, select View details

Form information }»

[
Le
O

Personalise: Level 1

View shortcuts | -

View details

Or via menu path System administration > Users > User groups

eftsure
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Finance and Operations

_ < Bsave + New il Delete

@ User groups

%  Standard view v

® Groups  Users

&= -

=B % Group T User group name

Adding or remove user from user group.

Finance and Operations

‘ Approvers
Originator
OverBudget
TestGroup1
TestGroup2

VendChange

System administration Users

TestGroup1

TestGroup2

Add / remove users

Option:

Project journal approvers group
Praject journal originator group

Over budget processing user gr...

proposed vendor change appro...

£ =l save Mew [ Delste  Add/remove users  Options

User groups

Standard view -

Groups  Users

MName

l Filter |

REMAINING USERS SELECTED USERS
EDUARDO EDUARDO I ) Admin
ELLEN ELLEN | berengere
ERAI ErAN

Admin

berengere

34

As Self-certification has been defined with 2 levels of approvers, only user in approval group can certify.

& Yy eftsure "Know Your Payee"

Charts  Dashboard

Basing on business requirement, self-certification

appropriate permission.

Cnboardings

verifications  Vendors

Charts
Process flaw
egend
| i enboardings ~
Review
Awaiting Verification
Pending

Incomplete

Registrations  Admin  Help

o @s

Analytics

42 @o

List of all onboardings, regardless of their statuses

I.“_'; Az

Trading narms
CHEMIST PTY LTD
Emily Can

CTD FOODS PTY LTD
TiaTo
Dicky Cheung
Samantha Meunier

[

Status

Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

it

~> Workflow Y eftsure v

LOCAL OMNLY

i

AVAILABLE IN EFTSURE
Request details

fication

ACTIONS
d

Payment limit - Unlimited

.

Level approval to leave blank for employee group and save the configuration.

with no approval can also be switched on if user has

eftsure
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L1 i . .
Description < Automation Display Forms Hold  Self-certification

2FA

Customer refunds
)

Default Vendors
Non eftsure vendors
International Vendors

Service Vendors

User can select not yet verified employee for Self-certification.

Onboardings  Werifications  Vendors  Registrations Admin - Help  Analytics
Charts List of all anbnardings, regardiess of their statuses
Process flow [ £ Filte Oom B 22 Workflow ~ oY eftsure v WO D
N [ . LOCAL ONLY
Legend (B RES Trading name 7 Status :] Jor accou... Bank accou... Vendor g...
. - |
ings ~ ( O = 1 == 0
I All onboardings | ~ i Emily Cao Accepted € " AVAILABLE I EFTSURE D062 AMNZT EMP
Aeview PRequest details
\erification

Awaiting Verification

Pending ACTIONS

ncomplete Payment limit - Unlimited

Self-certification
Skarclare v OEQ
Self certification
This o svtcaribes e ssloch varetor bark accrth)
a Method ot payssens Gy
=T r
. B scczust me ESnumbe Sank st ke
& O aun suntealls & Mew Faslond Bavkin._ 012345 #8050

Employee will be certified and ready for payment.

N eftsure
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Finance and Operations

Dashboard  Cnboardings

Charts  Dashhoard

6.5. Greeting

= & Y eftsure “Know Your Payee"

& 4 eftsure "Know Your Payee”

Onboardings  Verifications  Vendors

Account rame

differs All vendors »

ncorect details

Account name differs

l Self-certified

Cross-matched

Bo @9

42 Qo FNew~ @& € E O

[ RO
Bank aceou . Vendor g Onbearding..  Collabe 2

s0245 []

Cosmp. Vendor accou...

PHNS V00062 ANE1 EMP

Blo @9 42 Qo
mii Help i
|' o eftsure v o0
O Vendor account T Name T Entity name
lo'e

Invite text to be changed to Onboarding text (consistence with Email templates (Message to supplier)

This section is similar to Email templates (Message to supplier) but giving user more options to configure by

vendor group.

# ##LastNamee? at

Section Field name Description
Greeting User can edit User can select different greeting email
template

Invite text

Onboarding invite email template

Change request text

Change request email template

Preview

Preview (read-only) once change is saved
from text template

eftsure
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Note: Disable User can edit button can change the onboarding from 3 steps wizard to 2 steps once Vendor
group is selected.

6.6. GST Validation

Verification of GST occurs in both journals and vendor invoices and enforces GST where appropriate only. This
feature only applies to vendor groups that are enabled for GST validation.

You can activate GST Validation for vendor invoices, or for all the payment journals having enabled GST
Validation in the journal name setup.

# Mendor ...

" Description

Automation  Displ Form H Self-cer Greeting  GST Malidation
2FA 2FA
Vendor invoices
CRR Customer refunds
@ =
DEF Default Vendors
Ledger journals
EMP Employees O Yes
EXC Mon eftsure vendors

INT

SER

International

Senvice Vendors

Matching journal name(s):

EXP. GLE, VIN, VP&

Section Field name Description
GST Validation Vendor invoices GST validation enabled on vendor invoices
Ledger journals GL Vendor payment journal with GST validation

Complete the setup via General > Journal setup > Journal names.

Finance and Operations

- ‘ = £ Edit  + New

General ledger 2> Journal setup 2 Jounal names

lil Delete  Journal control Posting restrictions

You can activate ABN/GST Validation for vendor invoices, or for all the payment journals having enabled

GST Validation in the journal name setup.

Applicable Vendor group will show in highlighted blue box for user reference.

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\W\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\Y
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e loumnal contral  Posting restrctions

Options

Standard view ~

Journal names

Hame T Description

EXP Expenses Journal

VPA Vendor Payment Journal

Finance and Operations

Wenda et PNT-000

Standard view -

List  Gene dayment  Paymant fis

L Date

| / i O D Q znouma

darni Disesipt
WA e Tayment Jourmal
Do
APFROVAL
.
e OFFSET ACCOUNT PROPOSAL
Apprave Fined offset account ST
. B Amgants irchud
Aceo @
APFROVAL WORKFLOW Dietaped tax o
Appraval warkflcw . !
® ) N
de GST fields in jo -
Vorkflo { ]
POSTING "
osting layer
BLOCKING Current

VOUCHER NUMBER

| n connection with balance

Financial dimensions

Matching vendar groupisl:
DEF, INT

¢ Lt & eftsura t | nerate payments  Functions >~ Inquinies ~  Prin g @
O
@
ttar S
wcial di - ctatus " actic
Vioucher Campany Account jorname  Financ ltags  Descript Debit|  Coedit Cumency Offset T
B VPADDODO42 prit PNC-001106 MNAP CORP Lo 000.00 up Bank

6.7. Bank Provisioning details
This tab allow user to provide flexibility or set rules for vendor when filling in bank account in onboarding

form.

38

Vendor can either get EFT details directly from their bank using re-direct link from the portal or manually
input EFT details if below function are enabled.

Verda T [ Sescrivtion : < ms  Haold Greeting  GST Valida Bank Provisioning details

‘.b-hk _| hl y BANK PROVISIONING DETAILS SUPPLIER EFT DETAILS PROVISION OPTIONS

e e I.aeén j:f ,&») d:;: s directly from bank

EnE Employees Enter EFT details manually

EXC Naon eftsure vendors [ o™

IN nternational Viendors Allow cash/cheque/BPAY/other

SER ice Vendors () =
Section Field name Description
Bank  provisioning | User can edit Select editable or non-editable default Bank
details provisioning options for the Vendors

associated to this group

Get EFT details directly from
bank

If only this option is switched on, vendor
will need to input bank account via bank
portal

Enter EFT details manually

This option will allow vendor to input bank
account details in onboarding form

eftsure
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Allow

This option will allow vendor to select other
cash/cheque/BPAY/other payment options

Note: Disable User can edit button can change the onboarding from 2 steps wizard to 1 step wizard once
Vendor group is selected.

7. Vendor copy

7.1. Default values

This function allow user to copy Vendor details to another legal entity. It also allows to set default values
globally or per legal entity.

Finance and Operations

3 options

h® 0 C
Standard view
Parameters for eftsure "Know Your Payee"

Presmw; VendTable Currency = “AUDS

Valid values Up to 3 chars

Preview notes at the bottom of the screen shows value validation.

.
A\
N

N eftsure
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User can also search for valid field name as well as field label (appear in designed forms) to ensure correct
field is selected.

T New

'C:' S Mame T Company Field name

(/] Currency ~ ‘ v ‘
Field name Field label Help :
TaxWithholdGroup Withholding tax group

ResidenceForeignCountryRegio... Residence foreign cou...

PaymTermld Terms of payment
LineDisc Line discount group
AccountNum Vendor account
BankAccount Bank account

7.2. Fields
Tab Fields allows user to set fields from source record, copy desired fields from VMF to other entities.

Recommended values button will create suggested fields including: method of payment, Small Business and
VATNum (ABN)

Standard view V'
Parameters for eftsure

8. Userinterface
The User interface tab allows the administrator to configure the forms behaviour and general colour scheme

used throughout this module, in order to facilitate the understanding of the data at a glance, when dealing
with hundreds of vendors, payments, bank accounts etc

User also have an option to hide eftsure workspace tab and function correspondence with business
requirements.

8.1. Extend

With eftsure enabled, Vendors module is default as Yes. User has option to enable eftsure in customer, sales
orders and legal entities modules.

N eftsure
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S Finance and Operations
— onfig Options .
&

Standard view
¥ Parameters for eftsure
® ! |extens

tries in Intemational section

Note: AP Se:
USER EXPERIENCE EXTEND STANDARD LOOKUPS.

prove standard Business Registration Lookuj

si8ie 8

User has option to turn on Lookups for ABN & GST in different forms.
Note: For customer and legal entities modules, only ABN and GST are validated.

If customer does not use onboarding process, onboarding feature can be hidden using below option.

- Options (5] i
w
® Standard view v
#  Parameters for eftsure
®
tan esa options will turn off any eftsure visuals on this module.
" Jestena : v
= oKUPS
- : Imprave Vendor Bank th
@D ves
Use
Vendor collaboration
@D ves

This section contains all parameters o configure Iokups for external search accross modules

Mate: AP Services key might be required for different countries, please configure individual countrbes in Intemational sectior

USER EXPERIENCE EXTEND STANDARD LOOKUPS

® Mo D ves

T Extend standard Business Registration Lookup Customers.

@D ves D Ve

Donit change Govemment code control label o

&N

- Phane alidat
&N

Finance and Operations Accounts payable > Workspaces » eftsure

& Y eftsure

iy
¢ | Charts Dashboard Verifications Vendors Registrations Tools Admin Help

8.2. Colours
User can personalise colour for form and status.

The Reset colours button allows to reset all colours back to default setup.

N eftsure
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Parameters for eftsure

i1
P
-
H H
#
E
&

......

The Forms group allows to configure the success/error colours used in the Vendor, Vendor Bank accounts and
Payment journal lines forms, if activated.

The Status group allows the administrator to change the colour of rows in grids showing Onboardings.

8.3. Forms
Allow user to change Form appearance from icons to colours.

Standard view
Parameters for eftsure

mE oo i

The Grid Icons group allows to configure whether the eftsure icon set are displayed as the first columns of
the main grid in the Vendor, Vendor Bank accounts and Payment journal lines forms.

The Grid colours group allows to configure whether the colours chosen in the Forms group are used to
highlight grid rows depending on their verification statuses in the Vendor, Vendor Bank accounts and Payment
journal lines forms.

8.4. Lookups
This tab allows system admin to turn on eftsure lookups (eftsure icons) in different forms.

N eftsure
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= & Eswe S@Configy  +New @elete DResot  Options O 6@ 00
@ Standard view
%  Parameters for eftsure
o ftsur
5 b Extend List of
“This list self populstes while browsing the application.

Entities

B Colours.

O Formname Enabled
Users
Foms |0 oo igeements
Payments EXF_fReferencefillDimensionsTable ]
|Lm«ups
LedgerJournalTransVendinvoice
Vendor gre
Lo ind Vendor icans LedgerJouralTransVendPaym a
Vendor copy o PESDataReconciliation VendBankAccounts
ptions
PurchCreateOrder 7]
lal
Vendor coflaboration o r—
|\mm«fm SysueryForm =]
Maps
VendEditinvoice a
he
fe Addresses Vendlable
Logs VendVendorProfileManagementWorkspace (=]
Support
Countries

VAT Number chacks
Snippets

Tests

Data entities

Cloud storage

Logo findes

Other

License

8.5. Maps & Addresses
Select preferred Google or Bing maps.

= & Bswe @Configv  \GetaGoogleMapsAPlkey  Options £ 4600
@ Standard view V'
%  Parameters for eftsure
Y ft:
= e Extend
Follow our 5 APl Keys White Paper for more details.
(= i Colours —
Mep provider ‘Google Maps API key 1
Users. Forms Google Maps | [ennnennaen ' ]
Paymecks Lookups
Ve
e 9ro0pe Vendor icons ta 3
Vendor copy Oustom {Ouines N
S e R
Vendor collaboration oss ~
I User interface l Maps
Batches Nidisaes
Logs
ot
Support Caledonia
Countries i
AR
VAT Number checks
Snippets
Tosts
Data entiies
Cloud storage
Logo finder
Other
License

User has option to disable, select Bing or Google maps. To use this feature, API key will need to be registered.
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xxxxxx

®

Standard view v

* Parameters for eftsure

B

........

.........

For more details, please refer to eftsure D365 F&O Address autocomplete — White paper.

9. Batches
This solution is composed of several batches that need to be running in parallel to maintain data integrity
between both systems.

First, configure the batch parameters in the eftsure parameters form. Then generate all batches with a single
click using the Check batches feature.

User ID: we recommend using a dedicated service account to run D365 batches (never expire, never resign).
Check batches

Enable to regenerate all the batches associated to the monitoring category “eftsure”, 7 to 12 batches
depending on the eftsure configuration, linked to the associated recommended Batch group, User ID, and
Active period.

Note: Batches are run for all enabled legal entities. Company reference on each batch is a reference in which
legal entity the batches are initiated.

Finance and Operations

& oy eftsure _iIO O 5o Q2 O +nNew~ & &

Upgrades ~
g Withhald Clean Vendor history Iog(s)

Withhold Clean batchies)

Waiting Check license

Alerts

The user selected in User ID, will receive all the alert notifications configured in this section for the batches
associated to the monitoring category “eftsure”.

N eftsure
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Standard view

Parameters for eftsure

| Options This section contains al the settings required to generate and maintain all ftsure batches,

mHGE* 2 | B

SETUR.

ALERTS ViA
Email Popup
(T @ no

ALERTS WHEN

rcalled e ende
& o @ s ® o

Note: User ID selected should be generic APl account which is used in eftsure tab configuration.

Incremental batches:

There are 3 different batches that can be monitored and configured in this tab:

e Vendor update from eftsure sync.
e  Eftsure onboarding sync.
e Bank accounts expiration

d view v

Standard view
Parameters for eftsure

= i |> dates

L | Last expire bank accountis)
-, (1871172024 085806 Pm1

19/11/2024 01:58:09 PM 19/11/2024 01:58:07 PM

These 3 batches are delta-based batches, meaning they process all changed data since their last run.

The administrator has the ability to reset the last run date in order to reprocess the entire dataset, and the
ability to re-run the process directly from this form.

N eftsure
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Below are our recommendations in terms of batch setup and recurrence:
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Recurrence recommendation Description
Sync form(s) Either manually after changes or | Sync updated onboarding/change Global
daily, weekly, outside business request form from eftsure portal
hours for peace of mind
Sync vendor(s) Every 60 minute during business | Update vendor verification status Global
from eftsure hours from onboarding, verification process
Expiring Occurs with an interval of 7 days | Update onboarding attachments with | Global
Documents expiry date
Sync expiring bank | Daily Update vendor bank account which is | Global
accounts expired, in-active
Business Monthly Sync ABN from eftsure ABN database | Global or
Registration Check with ABR source company
Clean Webservices | Occurs on the first Monday with Withhold during hypercare for Global
log(s) an interval of 1 month investigation purpose
Clean Vendor Occurs on the first Monday with Withhold during hypercare for Global
history log(s) an interval of 1 month investigation purpose
Clean batch(es) Daily Clean eftsure batches history and Global
error
Check license Occurs on the first Monday with Global
an interval of 1 month

Batches error

Batches status can be reviewed workspace > Admin > All batches

10. Logs

An option is available to enable logging in your environments, and allow troubleshooting with support

consultants.

eftsure
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Finance and Operations

= Isave Config  Options S @ aC
@ Standard view
*  Parameters for eftsure
© eftsure This section contains all the settings required to configure the logs
m|
Don't forget to tum off after
B
Logs
o
Othe
Section Field name Description
VENDOR HISTORY Vendor history logging Record of changes for all vendors
Record field changes details (affects Field changes related to all vendors. Will have impact
performance) on performance
Record code call stack
WEBSERVICES Webservice log Log with details for trouble shooting
Webservice call stack Log with details for trouble shooting
Recommended for live tracing under support
Webservice extended log supervision ONLY as it will impact performance due to
data size

Note: When logging is enabled, it has a small impact on performance. Therefore it is only recommended to
enable logging when troubleshooting issues in your live environment. To monitor your logs, please refer to
Logs in eftsure workspace.

11.Support
Default contact and additional documents to be sent for more effective communication.

Finance and Operations

i} options . d & 0

save (@ Config

Standard view
7  Parameters for eftsure "Know Your Payee”
eitings uied with the sftsure support toel

apTIoNS ATTACHMENTS (LPLOAD] SCREENSHOT

N eftsure
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12.VAT Number checks

12.1. Australia > ABR
The features require that your organisation has been preliminarily approved by the Australian Bureau
Register to query web services. This service provided for free by the ABR and handled approximately 80
million transactions per day in 2019, so should be able to support additional load.

Go to https://abr.business.gov.au/Tools/WebServicesAgreement follow the process to obtain a web
service guide that will be sent via email, and enter it into the form.

i3 Finance and Operations.

& Bsave BiConfig v Test [ Clear cache Options B ® 0
Standard view v

Parameters for eftsure

ftsure \ustralia New Zeal Bl United Kingd
= ey | %

| ABR Australian Business Register
To obtain a free ABN Guid for webservices,
6o to ity  business.g

mMEO® D

Please read our [T ABN & /2

ABN WEBSERVICES OPTIONS  DISPLAY
Registration Guid ABN Formatting
With spaces - XX X000 XX XX

0 spaces - XX0000C000X

No formatting

Ivm Number checks

Then the ABN features will be able to perform requests to the ABR.

ABN Formatting: This feature enables to select how the ABN number needs to be formatted in the D365
database. Options are: With spaces - XX XXX XXX XXX, No spaces — XXXXXXXXXXX, No formatting.

Note: this feature can only be used if customer has signed up for ABN lookup license.

12.2. New Zealand > NZBN
To obtain a NZBN key for webservices, please go to https://portal.api.business.govt.nz/getting-started

Note: this feature can only be used if customer has signed up for international module and NZBN lookup
license.

& Bsave Siconfigv Test [i] Clear cache Options A ®ac

@ Standard view

*  Parameters for eftsure

©

. B pe ﬂ. tral New Zealand B United King
&= Ent

) ' | NZBN New Zealand Business Names

To obtain a NZBN key for webservices,

Go to https://portal.api business.govtnz/getting-started

NZBN WEBSERVICES OPTIONS
Environment

""" Live

or group: NZBN Key

N eftsure
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13.Snippets

This section contains html template which can be used when sending reminder emails to vendors.

Finance and Operations

49

B save & config ~ 3 options

standard view ~

#  Parameters for eftsure "Know Your Payee”

This section (ontars reassbie bl snippets, used when sending emaiks i verdos.

Snippets for Email option can be found in eftsure Parameters for both Onboardings and Verifications

Y eftsure v 7 Filter v

LOCAL OMLY

AVAILABLE IN EFTSURE

Request details

ACTIONS

Payment limit - Unlimited

SYNC
From eftsure

To eftsure

Additional email can be added in reminder email window.

eftsure
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Standard vie

) & Email
New [ Delete = Snippet
Voadsup
o bmad
: | tempime
(TS T W—

Customes
assistance

Awalting
i BRRG Ly M aE S0 Bswr
Verfication FRER Qs . Q B soure
B/ U=d% - = £
Styies « | Fomal + For o Sus v A-P- 9
Yot fantastichurrie grail com From: *idmin’ grece@eiteure oo au
Subject: 0365 - pn: - eftzure - g expitng. v o i Priority: Normel
As gt of your onboarding to %CompanyNames, our yberarime prevention partner esure wil Gantsdt you shorlly 1o "
vorify your banking imformaton. o,
e Frovkes And ALSCmales dIgRal CORMTS %0 profact cur RGANRABIN AgAINS! digal threats The following stachments are sbout 10 expive
ur ceboading s Yeur Campany ybercime prevertion partnes efts contact you shartly to verlfy your bartking
For mare information. please visit ellsure comau L 2
eltsre provides aned wutomates digid contrels 1o protect ou crganisation egenat ats
Rejected T o, please visit eftsun
Fot morw dutail. go 16 SLnkTeEspire =
ankAccount Actountimi®. $0efoullBankAczourt AccounsNumiOus:
Nameh, NLasrhamed, hiessage®. Fpormal %, WUserNamass,
Batch email sending status < Cancel

14. Test scripts
This tab will assist client with user testing and internal training. For more information, please refer to Testing
white paper.

Finance and Operations

a

S save & Conlig ) optons ~ [s]

Standard view

%  Parameters for eftsure "Know Your Payee"

) s LRt ok A o clngioyend b st ke ik oo, |
You can add your cwn test recosdings 10 Ths It
=l Entities o F
New [IC T mpart v & Export P Play guide
i < Hi. Re. S Postion L] Name Kot Level Duration
nboarding | ) oo 168 Nevw vendor via AP - Defaull setting AP derk 100 0
¢ & 2 B2 New vendor via AP - Bank provisioning AP derk 100 0
v =] 363 Nesw vendor via AP - Vendor group configured AP dlerk 100 0
Vendor groups & 4 E4 New vendor via AP - Fully automated AP dlerk 100 0
vendor =] S ES New vendor via eftsure workspace - Fully automat . AP derk 100 0
=] 6 6 Vendor onboarding/Bank account verification Vendor 10 0
et intorface
o 7 E7 Employes caboarding via éftsure workspace sef-c. AP derk 100 0
i rriters & 8 8 vendor change request via eftsure workspace AP derk 200
595 [ 9 ES Bank account ve tion via efisure workspace AP ek 100 w0
= 10 £ Copy vendor to multiple entity AP dark 100 0
g & 1nem Copy bank account to multiple entity AP derk 100 10

= 12 E12 Vendor payment joumal - verified vendor AP derk 100 10

= 13 E13 vendor payment journal - not yet venfied vendor AP derk 100 10

= 4 B Vendor payr oumal - payment proposal AP derk 300 0

Deltault value in onboarding form Admin 200 10

L] 16 E16 orm fiekd mapping tor onboarding foer Admin 200 10

& 17 E17 Self-centifyReverse Self-centify vendoe with multipl.. AP\ o 200 0

e g & 18 618 Rename vendor/Bank accounts AP Manager 2 0
g = 19 E19 Check a Payee search dupficate new onboarding AP dark 100 0

eftsure
N e N



51

User can play task recorder directly from this screen without importing .axtr file.

Step by step task recorder can also be downloaded using W icon.

P Ei-Mew vendor via AP - Default setting Quneck [stop = showsteps

Finance and Operations =ftnurm. “Encrm Vour Payes® 4 0 u i3} =] d *

Standard view ~

El-New vendor via AP - Default

Bl save Config 3 options

£ setting
- Standard view
#  Parameters for eftsure "Know Your Payee" “ sTeRs 23}
- Lt o ex 10 be dinplayed in the workspusce's help section.
carndngs bo this ksl
= it
e + Mew [ Dalote T import v L by I> Play quide
= .
; €. HL. Re. St. Position L] Name Role
ont . l@ | 8 1 El Mew vendor via AP - Default setting AP clerk i
- P cle i
Faymer
s & 3 AP clerk 5 in the Email field, type & val
» & 4 E4 AP ch
in the Mobile field. typea v
| 5 .. AP eleri
a Mendor 7 Chick Mest
Us
= Employes onboarding via eftsure workspace self-c.. AP clerk

Export function can be used to export configuration and import to another environment.

-y
14

Export to DMF Zip file

Exports data to DMF Zip file.
Use to export configuration to ancther environment

Exporting Tests to DMF Zip file

Id MName

Beside default test scripts, user can also add new task recorder as per business requirement.

b New [ Delete T Import~ 4 Export
:\ i €. Hi. Rew St Position T Id Name Role Level Duration
le == TR . 0
CUTE | 1E1 New vendor via AF - Default setting AP clerk 100 10

15. Data entities
List of all data entities used in this module. Technical information can be obtained in Data entities White
paper.

N eftsure
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52

Finance and O

3 Config ~ O optiens S A G a0 o

hit Papar oo Data etities:

= .
Ry sl E Dala impontfesporn Tameserk s
- s [ Lntiey eategory L ey staging taisle Target entity Lntity e Changs tra |
E rorameters ‘ESIarometersierCompanystag...  FESFarametersPen ompanyntity Hone
L5} i Parameters PESDefaultvshiesCopyTodAnnthe...  PRSDefaulfvaluesC Entity None
Fayments
& [ Fammeters eftsure flekds to copy to anether... PESFieldsCopyToAnatherEnt1yst... Pl netherEnbityE_  Entity None
e i & [ Faramelers eltsure eaboarding figld custom... PESOnzeardingFermPiakdappi.. P FiekdMappi.. Entity None
Vel © @ rarmeters eftsure caboarding field default .. PESOnzoardingrommUefaultvalu... PESORcoardingtommUefaultvalu... entity Mone
o & @ rarameters eftsure caboarding text PESOncoardingTextStaging PESOnzoardingTextEntity Entity None
s & [ Farameters e e PESRarametersstaging PESParametersEntity Entity Nane
= | Farameters eltsure payment methods per c.. itMethodPerCuriency_.  PESPaymentMethodPerCuriency...  Enlity Hone
nge & il Paramelos ellsaire: lend 5 PrSTes SeriplsCnlily Tulily M
ot & [ raameters efisure Ul lcon rows FESExtendiconfiowonFormstagl... PESExtendlconRowCnFormentity Hone
o & [{ Farameters aftsure Ul Lockup extensions PESExtendLockupCnFormetaging  PESExtendLookugOnFormEntity Nane
bt ) & [ Forometers eftsure user information PFESUserinfokntity None
B & il Paramclos ciliggunal...
& [{ Dacument
st 50
& [{ Master efigure vendor bank accounts In.. PESVendBankAcoountstaging None
I Lota entfies & [ Master eftsure vendor histary FESVendorHistonlogStaging PESVendorHistondegEntity None

License

Version

16. Licence
For system administrators to manage different types of licences applicable to company’s set up.

System admin can download or import licence file using our self service License Tool.

Note: number of enable legal entity will be updated accordingly.

- Elsave & Config v T Import Options A ® 0 0o
@ standard view v
#  Parameters for eftsure
[C] Entities | Downioad your license file using our self service [ License toc
5] \Jsers LICENSE
_ Valid [3/8/2025]
E Onboarding
<License> 151 Copy
Payments <
<E -
Vendor groups <1
Vendor copy </
<C
User interface
</
Batches o
<P
Logs
support
Countries
</
<5 are>
VAT Number checks
</License>

Data entities

Cloud storage

Loge

N eftsure
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17.Version
This tab shows current Version of eftsure in D365 F&O

Finance and Operations

version Updater i} Options oI =1

B

Standard view >~
Parameters for eftsure "Know Your Payee"

VERSION

NI

‘ersion nmber Changeset number

sers 329531000 | 1000

18. Export/Import Configuration

With this Export and Import functions, system admin will be able to copy configuration from one to multiple
system environments.

18.1. Check configuration

Finance and Operations

< Save 3% Config Optio

@ Standard view ' VALIDATION

%  Parametd— |
DATA MANAGEMENT

© I eftsure Export

N Import

Before export configuration, we suggest user to cross check for expected errors or discrepancies.

N eftsure
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Finance and Operations ) X

() Check configuration

B save & Config v Options (4]

Standard view Vv

@
*
® Parameters for eftsure
=

g Parameters for establishing secure connection to eftsure.
Ie'uure blishing secure connection to eftsu

B Environment Use Live for your production environment, Sandbox instead. (All other environments are internal)
= Entities Value provided by eftsure support to allow a customer to separate multiple D365 environments to a single eftsure instance
Customerld  Unique customer id for the matching environment, automatically calculated during login attempts
Users
These details are provided by eftsure support, use our Support tool to reach out
Onboarding

Environment Customerld

Payments

The generic user is used for all generic sync calis to eftsure, and for the batch user.
Please check user guide for security permissions matrix
Vendorcony This user Is used for all eftsure batches and all eftsure commaon actions that don't require specific permissions (GetOnboardingForms, GetOnboardi

GetSupplierinfo)

Us m
Batck v
Logs OPTIONS
n Onl
ort
Countries ADVANCED
Transport Level Security protocol Webservices user agent Webservices timeout (seconds) Paging size per webservice call
VAT Number ct
i TS 12 v 60 100
ippets
est

Check message will provide all validations, user should review the configuration to ensure same setup is
done in the environment which configuration will be copied over.

18.2. Export configuration

Finance and Operations

< Save O Config v Optio

. VALIDATION
Standard view *

i)
Yo Para metJ
®

Check L

DATA MANAGEMENT

Export
| fsure

— Import
p

A

Configuration export package can include only Parameters or with Tests script as well as Deployment
Projects and save to cloud directory or download to designated local drive.

Note: suggest only export and import Parameters and Test scripts if you have added any additional
Testscript to reduce the size of export file.

N eftsure
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Export to DMF Zip file

Exports data to DMF Zip file.
Use to export configuration to another environment

DATA TO EXPORT

Parameters Test scripts Projects

[ Exporting Parameters to DMF Zip file ]
[ Exporting DMF Project PESDMF_Export_Config ]
[ Succeeded - eftsure parameters 1 record(s) [ }
[ Succeeded - eftsure company specific parameters 35 record(s) [ }
[ Succeeded - eftsure user information 13 record(s) [) }
[ Succeeded - eftsure vendor group configuration 33 record(s) [ }
[ Succeeded - eftsure onboarding text 7 record(s) [ }
[ Succeeded - Custom mappings 2 record(s) [ }
[ Succeeded - eftsure onboarding contact infos 1 record(s) [) }
[ Succeeded - eftsure onboarding field default values 2 record(s) [ }
[ Succeeded - eftsure copy to ancther entity - default values 0 record(s) [ }
[ Succeeded - eftsure copy to another entity - fields 3 record(s) [ }
[ Succeeded - eftsure payment methods per currencies 5 record(s) [ }
[ Succeeded - eftsure verified payment methods 21 record(s) [ ]
[ Succeeded - eftsure snippets 4 record(s) [ ]
[ Succeeded - eftsure Ul Lookup extensions 10 record(s) [ }
[ Succeeded - eftsure Ul lcon rows 126 record(s) [ ]
‘ DMF project PESDMF_Export_Config processed successfully ‘
Duration 00:00:34.9882833
[ File is ready! PESDMF_Parameters_demo.eftsure.net_20240703_014518 v1276.zip ]

ﬁ [ Save ] [ = Execution details

Execution details will give user an option to review export project in details.

= = L Downloadpackage = Batchjob  Standadview | Options £ 0 P ¥
@
fR— f— [R——
‘:? analise this page Security d v
- e i
-]
i Execution summary | ExportPackag 24 11:45:22 am : Package export: | Standard view v

Lines  Header

Execution summary :: Export

Data project name Job 1D Execution stanus Refresh

Succeeded \/
Witk erro

3/07/2024 11:45:22 AM

Entity processing status

seatus Job details exported
eftsure parameters ' Succeeded 1
eftsure company specific par v Succeeded

eftsure user information v Succeeded 1
eftsure Sucesed

Child entities

18.3. Import configuration
Before Import configuration, please ensure below steps are followed:

N eftsure
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e Select environment and orglID
Note: Customerld will be populated automatically once User options in the second step is done

Finance and Operations
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& Hsawe Tconfigv  Options

Standard view ™

Parameters for eftsure

I—'fm.rp BT

Custamerld ted during login atten

These datalls are providad by efisure

s (GetOnboardingF orms,

ADVANCED

Level Security protocol

GetDnboarding, Gatsuppliednfal

e Update eftsure portal username and PW within D365 User options > eftsure

] Finance and Operations

@ % ©

€ [E) save Usagedata Personalisation  Options
Standard view
User options

Visua eftsure

Preferences
eftsure cloud service

Account

eftsure credentials used to connect to eftsure cloud service.

Workflow

Password self-service reset is available on our & login page

Username Password

Contact your key user or eftsure Customer Success Manager to manage your user(s).

e Remove any custom field mapping

Finance and Operations

#

il

save @@ Config  Options

Standard view

Parameters for eftsure

eftsure

Onbaarding

al for each feld in your form design
tion, in order to have all values populate in their lookups.

3l Delete ) To Form v |

O Onboarding Field

Reference table name Reference field name

PaymTermid

VendTable ~  PaymTermid

3

o ¢
dor group
PMF
o ¢ International Auto Accept
Forms ~ 3
I International frm
L
v MYMF
Batch POS t
PERO 3
I
Greeting v t
i
it Valid values: Up to 100 chars
i
Nur K Note
t
Snipy o .
;
Document management
Data entities

Preview: VendTable Paymlermid =

eftsure
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e Sync onboarding form

Finance and Operations
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Options
eneral

ptior
ntac

@ Standard view >
#  Parameters for eftsure
O eftsure )
= Entities
Ban
I nboarding
Payments

vendor groups

Vendor copy

oas

Physic

Postal

Defa

Field mappings

Addresses ~

List of anboarding forms, This list is maintained directly in the sftsure portal > Supplier anboarding > Onboarding Forms.
Once configured in the portal onbearding forms are synced down to D365 automatically or manually.

DEFAULT FORMIS)
Default anboarding farm
Default Form

Def

nt

Form name 24
BPAY vendor
Default Form

Q@ « Employee

International

Internal

o] 0
Intemational  Restrctio
Employee
v
v

Once all above steps are completed, user can Import the configuration to selected environment.

Select exported package location.

Parameters for eftsure

@ % ©

Finance and Operations

< Save 3% Config ™ Optio
Standard view ' VALIDATION

Check
Paramete |

DATA MANAGEMENT

Export

I eftsure

Fmdidina

Impart fram DMF Zip file

eftsure
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Import from DMF Zip file

Imports any DMF Zip file and provides execution summary.
Use with caution

File uploaded successfully
PESDMF_Parameters_demo.eftsure.net_20240703_014518_v1276.zip

[ Creating import project for file PESDMF_Parameters_demo.eftsure.net_20240703_014518_v1276.zip l

Importing DMF Project PESDMF_Import_Multi asynchronously
Execution|d: PESDMF_Import_Multi-2024-07-03T12:00:44-E7C059893AF943EBA4E84C4CCEBDSBIC

[ Succeeded - eftsure parameters 1/ 1 record(s) l
Succeeded - eftsure company specific parameters 35 / 35 record(s) l
Succeeded - eftsure user information 13 / 13 record(s) ]
Succeeded - eftsure vendor group configuration 33/ 33 record(s) ]
Succeeded - eftsure onboarding text 7 / 7 record(s) l
Succeeded - Custom mappings 2/ 2 record(s) l
Succeeded - eftsure onboarding contact infos 1/ 1 record(s) ]
Succeeded - eftsure onboarding field default values 2 / 2 record(s) ]
Succeeded - eftsure copy to another entity - default values 0/ 0 record(s) ]

[ Succeeded - eftsure copy to another entity - fields 3 / 3 record(s) l
Succeeded - eftsure payment methods per currencies 5 / 5 record(s) l
Succeeded - eftsure verified payment methods 21/ 21 record(s) ]
Succeeded - eftsure snippets 4 / 4 record(s) ]
Succeeded - eftsure Ul Lookup extensions 10 / 10 record(s) l
Succeeded - eftsure Ul Icon rows 126 / 126 record(s) l

Duration 00:01:19.2174236

DMF project PESDMF_Import_Multi processed successfully l

Iﬁ I = Execution details |

With execution details, user will be able to identify if there is any config file missing or discrepancies in the
setup.

Example of a common errors such as: different vendor groups and method of payments in different
environments or different user access.

Note: Due to security reason, we will not export any username and password. All username and password
has to be re-configured when there is a DB referesh or upgrade.

19.Admin
Administration of eftsure inside Dynamics 365 F&O is primarily performed using our Administration section
in our main workspace. The eftsure administrator role has access to a few tools that should help understand
and troubleshoot actions & communication between D365F&0 and eftsure and it’s third party service
providers.

N eftsure
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Service Health

ang
i & ¢y eftsure "Know Your Payee" o @2 Qo O Fhew G 5 B O3
Jendors : Fegismations Collaboration  Toals  Admin  Help
Status

e ’ O etsure - More inf Healthy

. o AusPayhet Healthy

o ABN Healthy

O NZBN Healthy

o Entra ID - Maore infos Healthy

0 Logo finder logo.uplead.com Healthy

o Logo finder api.companyurifinder.com Healthy

The left section provides tiles showing status counts for each available administration item, providing a high-
level glance at the data.

The right section provides a list of quick common administration items and a global overview of all services
used and highlight their status. In case of errors, this visualisation would be the first point of check as it might
help explain why some errors are occurring.

Note: If any of the services are not healthy, please contact our support immediately.

Logs
The eftsure administrator can elect to turn webservice logs on in order to troubleshoot any issues.

Finance and Operations

& Yy eftsure "Know Your Payee o O 45 Q@ o ¢ Newy @ B B O W

Chaits [ v Onboarding Vervic R atior w i T 1

— Statt Genera
5
3 ( A
[ Active batch Tsiled batch
jobs Jobs Metred name Type sime Created by Company Durstion (me)  Requesthems G
E ¢ B NZBH M Trar 1 33
Finder apicompar ch M Trar T
geFinder lega u m I M Trar 1
neci y ", M Trar T
t tile AusPayNet 1 M fran 1
Teriant custormersupport Lrtra | M Irar 1
P n T N7ZBN M Trar T
ing n M Tran T
ing ar M Irar 1
setfenant customersuppont@ef.. Entra I 1 M rar 1
BN Se NZBH M T T
Finder ag an } ! ™ Trar T
Findor | K ™M Trar T
o S M Trar, 1
eckuUses ar 1 M Trar 1
acFinder legoupiasd.cor Ch M Trary 1
agokinder apicompanmurifinae M Tran 1
Last Tie AusPayNet M I 1
35t file et oM Tran 1
3 AUNTest ABN 2777172003 10:26.05 PM Trar

N eftsure
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When logs are recorded, the administrator can review any external call performed by our extension and check
how our extension reacted to the parameters. Our extension will save all external calls, serialized as string for
further reuse. For each call, we will save the request, response, call stack and any errors present.

The webservice log feature uses a custom control capable of showing XML, JSON, HTML and URL results, for
improved visibility.

Note: The eftsure admin has the ability to export one or more preselected webservice logs into a TXT file to
allow our support team to replay actions as performed by the user.

Passwords are never exposed on this visualiser, as passwords are scrapped before saving the log into the
database.

Batches

Finance and Operations

Our extension uses a custom ‘eftsure’ batch monitoring category which allows us to regroup all eftsure related
tasks in a single view. The eftsure administrator can now monitor tasks prefiltered on the eftsure actions for
a bird’s eye view.

4 views are available to peek into the tasks:
Batches: Tasks currently waiting or running
Batch job history: history of eftsure task execution and logs
Batches errors: filtered history with errors
Supplier Sync: sync task from eftsure

Each of these sections offers the ability to further drill down into the batch tasks using the standard batch
framework.

When available, the bottom part of the screen will display the current recurrence rule for the selected item.

N eftsure
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Vendors
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This function enables system admin to rename bank account name by single or in mass by selecting from

vendor’s onboarding or eftsure verified data.

Rename vendor name basing on Entity named registered with ABR or selected trading name.

Finance and Operations

= & Y eftsure "Know Your Payee” B343 @ 218 Q 7 Dt Mew L M= O
o hart i alp
w
= Rename v
I WVendors [ o Vi ation status Wendar aceount Wancdar e Esility nams Main trading name
Bank accounts 0 verified PNC-000472 Al INTERIORSD WATER CORPORATION FTY LTD
Supplier codes ) verified W 17D
O e : "
Rename [;’ ] =} Rename v oy eftsure
— VENDOR NAME
Vendors ORES Verification status r
| From entity name(s)
Bank accounts o Verified _ _
From main trading name(s)
" L JRVNEL S0 DRI ANMNA A1
Rename v [?’ =F Rename v iy eftsure v Y oQ
l Vendors ‘(::‘ C Verification status Vendor account T Vendor name Y Entity name

O Verified

Bank accounts PNC-000412

Supplier codes

Bank accounts
Rename vendor bank account from preferred name.

Finance and Operations

WATER CORPORATION PTY LTD

WATER CORPORATION PTY LTD

&« Y eftsure "Know Your Payee" E 0 o E{ 0 B
o L ) Tools
Task it fiedd
ch
=
o Renarme -
doteni = v s Vi Bank aceount name
| ek accounts ] A Sandeo
Supplier codes I L] Not verified yet L 6 U YT Sanmoa
Rename b
Vendors Ii_:l C Verification status
l Bank accounts Q Not verified yet
. Not verified yet
Supplier codes | 9 y
Rename =b ferame v oY eitsra v T L

Wendos Y Bank account name

SANRCO PTY LTD

l Bank accounts

SANRCO PTY LTD

Mot verified yet

PNT-DO0Z216

SANROO PTY LTD

Supplier codes

\
\

o | Entity nase

SANROOQ PTY LTD

SANROO PTY LTD 012345 21122

=l Rename v ) eftsure v
BANK ACCOUNT NAME
From eftsure verified name(s)

From vendor name(s)

From entity name(s)

SANROC PTY LTD

SANROC PTY LTD

Note: This tool is most useful during GoLive and should be used with care.

eftsure
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Supplier codes
This function will normally be used at Go-Live to modify supplier reference and ensure eftsure portal is in

sync with D365 F&O.

Adding new line for manual change or perform mass upload using Import function.

& oy eftsure "Know Your Payee" [&] 0 O 45 Q 9

gs  Verifications Vendors  Registrations. Tools Admin  Help

Tasks Use this tool 1o align supplier codes in D365 with eftsure porlal
ny customers whose existing SupplierCede rule is different from the VendorAccount|VendorBankAccountld formal

(L) This tool is mainly a Go Live ol fo

To reverse the change, load the same | b inverted columns

To assist you in this Lask, you can export the unfiltered vendor list from eftsure portal

= S Important: Do not create duplicales, use only when advised by your deployment team.
E Vendors +
Bank accounts 'S 3 Result Default bank account verifi... Company From To Error
' Supplier codes I v ¥ v *

VMF export

Latest Transactions

User has option to change 1 or mass change using upload function.

Finance and Operations eftsure “Know Your Payee”

& ¢y eftsure "Know Your Payee" @ o @ 105 Q 24

Charts  Dashboard Onboardings Verifications  Vendors  Registrations  Collaboration  Tools Admin  Help

Tasks Use this tool to align supplier codes in D365 with eftsure portal.
o This tocl is mainly a Go Live tool for existing customers whose existing SupplierCede rule is different from the VendorAccount|VendorBankAccountld format.
~ Search To reverse the change, load the same file with inverted columns.

To assist you in this task, you can export the unfiltered vender list from eftsure portal
3] Ranama Important: Do not create duplicates, use only when advised by your deployment team.
E= Vendors + W L T =2 eftsure v i
Bank accounts :_:’ Result Company From To Error
\/ PMNC ~  PNC-000572|JAMES v PNC-000572|BANK1

l Supplier codes
VMFE export

Latest Transactions

Once vendor reference have been filled in From and To, select Rename button.

Are you sure you want to perform supplier

‘ code rename?

Vendor reference will be changed accordingly.

N eftsure
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Finance and Operations

= it bew [ Deete oY ensue T Copy Lo arather legal entity ~  Options

PNC-0O0572 - JAMES EVELYN PTY LTD Standard view

Vendor bank accounts

0 JAMES JAMES EVELYM PTY LTD
&=

Setup

PRYTLNT Resnage 1o bank s

Prenotes
Address
Cantact information

Change lag

ID0STZRANKL

Note: This is unique vendor reference which is used to synchronized between eftsure portal and D365.

<« c 2% sandbox.eftsure.com.au/customer/supplier-management

Suppliers - All Suppliers - a1l entities —

Manage suppliers on this

page. creote new suppliers and verify bonk details. Leo
Verification Bank account name Supplier info Entity
D
U JAMES EVELYN PTY LTD
Search

This tab allows quick search by vendor name, change history will be displayed for reference.

Finance and Operations

& Yy eftsure "Know Your Payee” _’i 343 @ 278 O 17 O New & 8 B O
]
) ols
et i A displays matching
I 1 arebook
Rename B58 mumber Compary
e | 523-200 PNC
Bank accounts Q Pncoonizz Faosbaok Facebonk gz L
Supplier codes v - o
o I 1 1051 PN
VMF export

It’s recommended to use this function to review Vendor Master data before Golive. This section will provide
quality score for all vendor data.

N eftsure
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& Y eftsure "Know Your Payee’ @ 0 O‘J L) 42 Q 0 —+ New O
At
e wrts  Dashboard  Onboardings  Verfications Vendors  Registrabons  Admin Help  Analytic
This sections lists 2l VMF Exports with teir guality score, and allows o furiner expart VMF Files
Voo
Hame Legal eniites Lines Tests passed Ernurs Warnings Created date and time
i e I, PR 148 % a2 167
WM PMC, DEMF, ITCO, JPMF, PNT, R.. 424 B % 27 463 3/31/2022 120719 Ph
unE PAIC, DEMF, ITCO), JEMF, BN, R 4a0 Ba% 319 S14 4/2172023 102624 AR
ME PRC, DEMF, ITCD, IPMF, PNT, P 485 Ba% 25
WMF PMC, DEMF, ITCO, JPMF, PDS, P.. 632 B% 456
W L TIC0, S, PO, B 62 TS e
@ wr PNS, DEMSF, ITCD, IPMF, POS, 7. 662 % 430 77212023 312:30 AM

Vender arcount

b aceount Einurs Warsings

NC-000560 INVOL

PSYCHO

MINLYH 1
138 PNC PRC 00658

139 PHC PRC-000567

AR is empty
BSA doesn't exist in bark groups

Email & emply
Fhone is ematy

Appendix

Refresh data entity
Workspace > Data management

Options .
@

»  Data management

© Import / Export

=

e 2 ) 2

Canfigure

Configure data entity export to a ; Se o y into begal Data task

Templates source dat o Data entities automaticn

Dual-write cleanup

» Data projects

| All projects

[ Run pre i [ Delete
Impart - Data praject name Praject type. Praject category
I 3 o Export Project
it fenckars PNC-001107 Froject
PNT Vendars PNT-00005 Copy inte legal entity Project
FNEW AUS ENTITY Copy into legal entity Project

N eftsure
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E save  Options I =4

& AX : Operations | Standard view
#  Data import/export framework parameters

Genera Advanced entity configuration settings
= I —_—

Entity settings
= DATA IMPORT/EXPORT FRAMEWORK REQUIRES ENTITY LIST IS UP-TO-DATE. CLICK BUTTON BELOW TO REFRESH
=

Bring your own database Refresh entity list

Cempatibility options

Truncate entity list

CONFIGURE PROCESSING OPTIONS FOR ENTITIES TO OPTIMISE DATA IMPORT/EXPORT OPERATIONS

Configure entity execution paramerers

https://www.linkedin.com/pulse/how-refresh-data-entities-faster-d365fo-denis-trunin

Extract data entities

Select Export and create new Export project

Finance and Operations

= Standard view  Options

@

»  Data management
© Import / Export

=

&

Configure data

Import source

Job history

Dual-write cleanup

* Data projects

All projects

Import projects -
Diata praject name

I Export projects I )
Copy into legal entity projects

Configuration

Select entity, format of export file.

2 : 3 Q 2 2

Canfigure
entity export to
datakbase

Framework
paramaters

Set up rokes for Copy into legal
data projects antity

Data task

Data entities automaticn

Praject type. W Project category

Export Praject

eftsure
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Export entity.

Finance and Operations

Add entity
JOB DETAILS

Entity name

eftsure bank account informa... |

Target data format

EXCEL

|

Use sample file

MNa

Skip staging
@ v

Default refresh type

Full push only

Select fields

Al fields

Add | [ close |

|- Add entity ~

Entity

= Add multiple v

66

Il
[}

@ » B

H

Export | AX:Operations

eftsure entities :

Export

Group name

eftsure entities

Selected entities

CiEpert U Create recuming datajob & Apply Template

Standard view

eftsure entities

Description Data project aperation type

eftsure entities

Export

dd entity w | le | Add file v | Add template v B ¥ Open in Excel
ity View map Execution Sequence Obsolete
eftsre bank account information B 1 1 10

Custom field notes

Fala
L

T
L

i

72 Workflow v oy eftsure v RTa

Onboarding form summary submitted by vendor.

= Job histary

4 Download

*raject categary

Froject

Sarthy v Disable v  Ent

Source data foemat

“w

EXCEL

" Entity sequence

Skip staging

]

Generate data package

L] Mo

Greup ID

{94CF963B-533E-4598-AB54-E9.

Disable

Application module

eftsure
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CHEMIST PTY LTD

Onboarding: Accepted Werification: Not verified yet

Onboarding

nvited on 8/9/2023 using Testing form 1 farm
Onboarded on 8/9,/2023 from P 220.240,156.184
Sent to: chemist@gmail.com +51487986783
Completed by Business Cwner (CFO)

Type: (Australia) BSB Number

Account Name: Chemist

BSE: 012-345

Account: TBET134

Bank: Australia & New Zealand Banking Group Limited

CHEMIST PTY LTD : ABN B6 649 307 951

Active since 4/8/2021 - G5T Registered since 4/8/2021
Type: Australian Private Company

Small business: Yes

Contact details: Physical address:
Email: chemist@grmail.com 32-34 Bath Strest
Mobile: +61487986783 LARA 3212 VIC

Australia

* B P A Ydetalls

P E 5 Paym Mode T

67

@ @O =

P
L

You can also view Details of all fields available in selected onboarding form by section.

| H Details | | 0 workflow | | & open | [ support

This section will show all sections within onboarding form.

If there’s a customer field, it will be shown withing Custom section(s).

CHEMIST PTY LTD

Sections  Field

Custom section(s)

I B P A Ydetalls

For default onboarding field, there will be standard Field ID starts with alphabetic letter which links to existing

D365 field.

For custom field, Field ID will be numeric and won’t show in Vendor master form.

Note: for any Vendor master form modification, it has to be done via code.

eftsure
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CHEMIST PTY LTD

Sections  Fields  Advanced

Harme
GSTH Dt
G
Physicaladdress PhysicalAddressLine |
physicalAddress Physicaliddressline2
Physicaladeress CitySuburh
PhysicalAddress PostCode
physialaddress state
Physicaladdress Cauntry

Gtherinfrmation
Ctherinformation
Otherinformaticn

Otherinformaticn

LandfinePhoneNumber
FaxMumber
‘Website/ddress

MobilePhonehlumber

Gtherlnformation Emailicdress
Gountry:
Paymentinfor Ficode
Finan itutignMame:
Paymentinformation CountrySpecifichecountCodeTy...
Countiy
Paymentinformation BSE
paymentinfarmation BankAccountiumber
Paymentinformation Accountame
Paymentinformation SWIFTCode
Paymentintormation BankName
Paymentinformation CountrySpecifichccountCodeType

Paymentinformation

CounteySpecilicaccouniCode

Paymentinformation Currency
fiveDetails
c Det il Re Lt ivel asiMarme
[ tiveDetail
o
[= o
E
D
Verific nSLalus Status.
BRavdetails PWMME

N R S S S S

alue
2021-04-08

szl Business.

32-34 Bath Street

LARA
3212
vic

Australia

+614a7386783
chemist@gmailcom

EFT

ANE

Australia & New Zealand Banki...

012-345
7867134

Chemist

Australia 8 New Zealand Banki.
(Australia) BSB Nurber

012345

Business

Duwner

CFO

CHEMIST BTV LTD

Awaltingueifization

chemist@gmailcom

~614A7986783

False

Mot verified yet

EFT

Expiration

Created date and time Field 100
8/9/2023 T1:30:44 AM AT
B/3/2023 11:5044 AM AR
8/2/2023 1150544 AW A9
8/9/2023 11:5044 AM 81
/872023 11:50:40 AW 82
8/9/2023 11:50:44 AM 83
8/9/2023 T1:50:44 AN a4
6/9/2023 11:50:44 AN 85
6/9/2023 11:5044 Ab B
8/3/2023 11:50:48 AM o
8/9/2023 11:5044 AM o2
/872023 11:50:49 AW b3
8/3/2023 11:50:44 AN 4
8/9/2023 T1:50:44 AN o5
89/2023 11:50:49 AM _E1
8/3/2023 11:50:44 AM _En
/32023 11:50:44 AM n
8/9/2023 11:50:44 AM iz
8/972023 17:50:44 AM £
8/3/7073 11:50:43 AW s
8/9/2023 11:5044 AM E2
8/9/2023 11:50:44 AW _£3
8/3/2023 11:50:44 AM &4
8/9/2023 11:50:44 AM £5
8/9/2023 11:50:44 AM _E6
8/9/2023 T1:5044 Al £7
8/9/2023 11:50:48 AN &8
8/9/2023 11:50:44 AM =
8/9/2023 11:50:44 AW £
8/3/20723 11:50:44 AM £z
8/9/2023 115044 AM =
8/9/2023 17:50:44 AM N
8/9/2023 T1:5044 AM N2
8/9/2021 11:50:48 AM o
8/3/2023 1155044 AM oz
8/0/2023 11:50:44 AM 03
/372023 11:50:44 AM o4
/972023 T1:50:43 AM o5
8/9/2023 11:5044 Al 06
A/3/202 11:50:44 AW V1o
8/3/2021 11:50:48 AW 77458

| = summary ] | 72 worktiow | [ i open | | O3 support

68
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Customise user role configuration
Customers can customize user roles based on the available privileges. In this section, we will guide you on
how to customize the "Check a Payee" and "Include" features for eftsure users.

Note: this can only be done by D365 system administrator.

Enable vendor creation

By default, eftsure users may not have the option to create vendors. This section will enable the Vendor
button for all eftsure users.

?
Check a Payee - Australia
GOVERNMENT CODE
‘ Perform a live Government Code check (if applicable)
Government Code Country ABN
| Australia v L

BANK ACCOUNT

Perform a real time check against eftsure’s crowdsourced database for any payee
bank account details.

Name Account Code Type

[ Australia - BSB Number /|

11122233333333

Bank/State Branch Account
ode Humber

Australia
BSB Number

BANKING IDENTIFIER

SWIFT code BSB Bank Account Number

[ * *|

® =2 .

User role
System administration > Security >Security configuration

Security configuration

MAGC %P2 |Il@

foles . uties EFTSURE VIEW.

Descriptor
ftsure Key User sftsurs international e

eftsure User - Check a Payee

References v

[~y

Roles +

N eftsure
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Segregation of duties  Data

Security configuration

mHAe*Pe

Roles | | eftsure User - Check a Payee | [ Duties | | eftsure view

Pivleges EFTSURE VIEW Display menu tems PESCHECKAPAYEE
Data entities Desoiplion PESHa Fead .
eftsure set onboarding stanus PESCharts De
eftsure te: v PESChartsOnboarding +
PESCharts > De.
PESC
eftsure view PESChansverifcation + ve
)@ o
- ® tns.. O Gra. O 0e
Reorences
FESChockAPayee

Output menu ftems

Foles

Sen

perations

Tables +

Privilege
Note: Only modify the privilege if you intend to apply the change to all roles with this privilege.

e and Ope

Segregation of duties Data

Security con“uration

1B @ %D |

m

EFTSURE VIEW [ m——— PESCHECKAPAYEE
Description

PESBankAccou
Uns, Gra De,
PESBankAccoy . Sroup_in

et
5 Actionm References

PESChockAPayve

or history maintain Entities

e Vendor history view Output menu items

Roles J|

eftsure
\\\\\\\\\\\\\\\\\\\\\\\\\W\\\\\\\\\\\\\\\\\W

7



